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Abbreviations  

ADB  Asian Development Bank  

ICEM  International Centre for Environmental Management  

ICRAF   World Agroforestry  

TA  Technical assistance 

KP  Knowledge product 

DSS   Decision support system  

MoE   Ministry of Environment  

ODC  Open Development Cambodia  

RGC   Royal Government of Cambodia  

SDI   Spatial data infrastructure  

OGC   Open geospatial consortium  

IDE   Integrated development environment  

WMS   Web map services  

RAM  Random-access memory 

CPU  Central processing unit 

URL  Uniform resource locator 
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1. Introduction to Technical Assistance 6539 

This ADB Knowledge and Support Technical Assistance (TA) project contributes to the implementation, 
integration, and future scaling of landscape restoration measures in the region by developing, 
demonstrating, and documenting learnings from an innovative set of project activities in target 
watersheds in Cambodia and the Philippines. This TA aims to explore, assess, and promote innovative 
forest restoration and agroecology interventions for climate change adaptation.  

The TA takes an integrated approach to achieve the following project objectives:  

• To develop, evaluate, and promote innovative approaches to climate change adaptation 
through agroecological landscape restoration;  

• To strengthen the capacity of communities to restore and manage their climate-resilience 
landscapes for food and nutrition security;  

• To support the member countries with analytical studies at sub-national and community level 
to understand the degradation and climate change vulnerability context of agriculture-forest 
lands supporting rural livelihoods;  

• To assess and recommend appropriate agroecological, actionable, and cost-effective climate 
change adaptation interventions via landscape restoration and sustainable landscape 
management; and 

• To contribute to the design of specific investments for climate change adaptation. 

Under Phase III - Climate adaptation options with forest and agroecological restoration - a key output 
is developing a decision support system (KP8) for the Sangker River basin. The purpose of the decision 
support system (DSS)1 is to inform agroecological landscape restoration planning for the Sangker River 
basin. The DSS supports prioritizing restoration sites and adaptation options within the watersheds 
and additionally provides local and provincial governments with a comprehensive spatial knowledge 
base for informing sustainable development planning. 

In Cambodia the TA-6539 is jointly implemented by the Ministry of Environment (MoE) with support 
from ICEM, ICRAF and MJP. Natural resources protection, biodiversity conservation, and sustainable 
resources management fall within the mandate of MoE. The MoE is tasked with identifying and 
defining protected areas (RGC 2008, article 14).2 Nine categories of protected areas have been 
designated within Cambodia through the Protected Areas Law of 2008 and the subsequent declaration 
of Biodiversity Conservation Corridors in 2017. These include national parks, marine parks, Ramsar 
sites, wildlife sanctuaries, biosphere reserves, protected landscapes, multi-purpose-use management 
areas, natural heritage sites, and biodiversity conservation corridors in collaboration with other 
sectors such as the Ministry of Agriculture, Forests and Fisheries. 3 69 protected areas cover almost 
40% of Cambodia's total geographical area. 

1.1. TA-6539 Decision Support System 

 

 

 

 
1 A Decision-Support System (DSS) refers to an information management tool or system that brings together data and 
information to assist with analysis and decision-making. It integrates and visualizes various datasets, spatial and non-spatial, 
and presents information through an intuitive platform with interactive functionalities. 
2 RGC (2008) Protected Area Law. January 2018. Royal Government of Cambodia. https://portal.mrcmekong.org/assets/v1/ 
documents/Cambodian-Law/-Protected-Areas-Law-(2008).pdf. Last accessed 23 Nov 2023. 
3 ODC (2016) Protected areas. Open Development Cambodia. https://opendevelopmentcambodia.net/topics/protected-
areas/. Last accessed 23 Nov 2023. 

https://portal.mrcmekong.org/assets/v1/
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Figure 1: Sangker River Basin, Cambodia 

 

Through discussions with the MoE during project implementation, it was agreed to develop a Decision 
Support System (DSS) that focuses on the identification of restoration sites and serves to enhance data 
visualization and access to datasets relevant to the Sangker River basin (Figure 1). The DSS comprises 
two main components: a GeoServer4 backend, which connects to a database of geospatial files derived 
from open online sources and the RGC, and a frontend map viewer developed using the R Shiny web-
based framework5 (Figure 2).  

The DSS developed under this project complements earlier DSS developed for the MoE (e.g., LISA6, 
CAM-MeDiA7, Cambodia Climate Change Toolbox8) and aims to develop spatial data infrastructure 
(SDI) to facilitate the identification of restoration sites and to improve access to data and information 
for supporting the sustainable management of water resources at the river basin scale. 

Figure 2: Schematic diagram of decision support system software components and data flow 

 

 
4 http://geoserver.org 
5 https://shiny.rstudio.com 
6 https://lisa.icem.com.au 
7 https://camatlas.icem.com.au 
8 https://dss.icem.com.au/cambodiadss 
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This DSS facilitates the consolidation of key data resources of the Sangker River Basin and facilitates 
their use for identifying sites for restoration and supporting river basin management. The platform 
makes use of the well-known GeoServer application as a database backend, and a frontend interface 
has been developed using the R Shiny web-based framework. Both software components are open 
source and have strong user and developer communities. The GeoServer application provides 
functionality for sharing spatial data services compliant with international Open Geospatial 
Consortium (OGC) protocols (such as WMS, WMTS, and WFS). In addition to the DSS developed in this 
project that will enable users to explore river basin data, the MoE and other stakeholders can leverage 
these spatial data services to access geospatial data through desktop GIS applications or for inclusion 
in other web-based platforms.  

In summary, the objectives of the DSS are as follows:  

• Identify areas in need of restoration 

• Support Sangker River basin planning 

• Define spatial distribution of hazards  

• Provide a single point of access for all data for use by development planners 

• Facilitate multicriteria analyses 

• To demonstrate a tool that has the potential to be scaled to support the planning and 
management of all river basins in Cambodia. 

The URL of the official version of the DSS will be finalized after its deployment to a government server. 
However, the final version of the DSS can also be accessed on ICEM’s web server at: 
https://agrocam.icem.com.au 

1.2. User Manual 

A User Manual (2023) (Figure 3) was prepared and 
submitted separately. The purpose of the User 
Manual is to provide guidance to DSS users, 
including MoE and other stakeholders, in 
identifying restoration sites and supporting 
planning in the Sangker River basin. 

 

 

  

 

 

  

Figure 3. TA-6539 User Manual: Sangker River 
Basin Decision Support System 
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2.  System Administration Manual 

The purpose of this System Administration Manual, referred to otherwise as the Manual, is to provide 
guidance to IT and data management specialists in managing the data and software components of 
the system. This document provides guidelines for deploying the DSS web-based platform, including 
all its software components and associated data sets and subsequent maintenance.  

All training materials related to deployment are presented in the Appendices. Section 2.1 summarizes 
the web addresses of installed DSS components on the ICEM web server,9 section 2.2 gives an 
overview of installed software components, and Section 2.3 provides an account of subsequent tasks 
for maintaining an operational platform.  

2.1.  Summary of Web Addresses of Installed Decision Support System components 

The DSS application components are currently accessible10 from the ICEM server as follows: 

Shiny app (production mode):   https://agrocam.icem.com.au 
GeoServer:   https://geoagrocam.icem.com.au/geoserver 

 

2.2. Overview of Software Components 

The DSS application frontend is built on the R software environment using the Shiny R package.11 ‘R’ 
is a software environment built for statistical analysis and visualization of data.12 R is widely used 
worldwide and beneficially its functionality can be substantially extended via the installation of 
numerous software ‘packages’, of which ‘Shiny’ is the Web Application Framework package for R. R 
and Shiny are both open source, meaning there are no licensing restrictions on their use or sharing, 
no purchasing costs, and the source code can be viewed and edited.13 There are many active users 
and an online community of support. The publication of peer-reviewed papers frequently supports 
the release of R packages. Shiny uses the ‘Leaflet’ JavaScript library for displaying interactive maps, 
which is widely used elsewhere, including by OpenStreetMap.14 

In addition to the R and Shiny components, GeoServer and RStudio are used, the latter for providing 
an integrated development environment (IDE) for coding (Table 1). GeoServer is an open-source web 
server that allows the display, sharing, and editing of geospatial data. It uses open standards set by 
the OGC and is widely used and supported software. The RAMS uses GeoServer’s web map services 
(WMS) to share images of selected raster and vector data. RStudio Server is a coding platform for the 
application's frontend, which uses the R Shiny web application framework.  

 

 
9 This section should be updated when the DSS is deployed to the MoE server 
10 Check with MoE on the final URL addresses when deployed to a government server 
11 https://shiny.posit.co/ 
12 https://www.r-project.org 
13 Shiny as a whole is released under GNU General Public License (GPL), version 3, but also includes other open-source 
licences for its component parts. URL: https://github.com/rstudio/shiny/blob/master/LICENSE 
14 http://www.openstreetmap.org  

Note that it was not possible to deploy the final app to a government server nor provide training 
during project implementation. However, training materials were prepared (see Appendices I to 
IV), and the software, application and data shared online (see below), which should provide 
adequate guidance for a trained system administrator to deploy and manage the application after 
project closure. Following deployment, this Manual should be updated accordingly with the app’s 
configuration details (i.e., sections 2.1, and appendices V and VI). 

https://github.com/rstudio/shiny/blob/master/LICENSE
http://www.openstreetmap.org/


ADB | Investing in Climate Change Adaptation through Agroecological Landscape Restoration: 
A Nature-Based Solution for Climate Resilience (Technical Assistance 6539) |ICEM and ICRAF 

 Administration Manual: Sangker River Basin Decision Support System | May 2024 

 

  8 

 

Table 1. Summary of software components and their functions in the decision support system 

Software Description Function in the DSS 

Shiny Open-source package to build interactive 
web apps using the R coding language 

https://shiny.posit.co/ 

Frontend visualization of data accessible 
through a web browser 

GeoServer Open-source server for sharing geospatial 
data, compliant with international OCG 
protocols15 

https://geoserver.org 

Database backend, generating spatial data 
services of the assets that can be shared 
online 

RStudio 
Server 

RStudio Server is an open-source platform 
for coding, which is accessible through a 
web browser. 

https://posit.co/products/open-
source/rstudio-server/ 

This is the software platform used to code 
the Shiny frontend. 

Docker 
Engine 

Docker Engine is open-source 
containerization technology 

https://www.docker.com/community/open-
source/ 

Docker containers contain the key DSS 
software components and are used to 
simplify deployment. They are also needed 
to set up the Shiny frontend's production 
mode.  

QGIS QGIS software is a popular and widely used 
GIS application that can be used to create, 
edit, visualise, analyze and publish 
geospatial information 

https://www.qgis.org/ 

Used to connect to the GeoServer for the 
purpose of accessing and updating data.  

The DSS application makes use of Docker containerization (using the Ubuntu operating system - 
Ubuntu 22.04). Docker software enables software to be packaged within a virtual container: 
GeoServer, R, RStudio Server, and Shiny Server are installed within containers. Docker facilitates the 
migration of the application to other machines and is used to scale up the Shiny web application in 
production mode. Docker containers are lighter on computer resources than virtual machines such as 
VMWare and VirtualBox and can be run on Linux and Windows machines. 

The DSS application makes use of three Docker containers (Figure 4). Associated datasets and 
databases (called data volumes in Docker terminology) are hosted directly on the server and linked to 
the Docker containers (GeoServer datasets and the R Shiny application).  

Figure 4: Deployment of the web-based DSS using Docker virtual containers 

 

 
15 http://ogc.org/about 
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2.3. Decision Support System Deployment 

The following section summarizes the key steps for deploying the DSS web-based application.  

2.3.1 Download Decision Support System Software and Data 

All software and data were made accessible to the MoE for download from the following link: 

Link: https://1drv.ms/f/s!AoHzL3uXbH31hKtXMAXxdFPUz8CUGQ?e=aWGXZW 

Password: workshop_sangker 

2.3.2 Key Deployment Steps 

Detailed steps for deployment are provided in the training materials as included in appendices I to IV, 
with an overview provided below: 

1. Installation of Docker software (Annex I) 

This presentation gives an overview of the overall software framework and associated data 
inputs and presents in detail the installation of Docker software on Windows and Linux 
machines.  

2. Deployment of GeoServer (Annex II) 

This presentation gives an overview of the key features of GeoServer and its deployment 
(Figure 5). There are two components to migrate: the Docker image containing GeoServer and 
the geospatial database that is linked to GeoServer. Detailed configuration steps are provided, 
as well as how to access and update geospatial data linked to GeoServer using the QGIS 
desktop application (Figure 6). 

Figure 5. Layer preview of data integrated into the GeoServer application 
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Figure 6. Accessing and updating of DSS geospatial data using QGIS 

 

 

3. Deployment of production mode of Shiny application (Annex III) 

The deployment of the Shiny application in production mode uses Docker swarm functionality, 
which importantly enables the Shiny app to be scaled up for more concurrent users. The 
presentation can be found in Annex III. Figure 7 shows the DSS’ home page. 

Figure 7: DSS home page 

 

4. Deployment of the development mode of the Shiny application (RStudio Server and Shiny 
Server) (Annex IV) 

The presentation focuses on setting up the Shiny application in development mode using RStudio 
Server (and Shiny Server, which can be used to display the app online) (Figure 8). Step-by-step 
guidance is provided on deploying the Docker container. Given that only one version of R can be 
installed on a given machine, the use of Docker enables the operation of multiple versions of R on a 
single machine. 



ADB | Investing in Climate Change Adaptation through Agroecological Landscape Restoration: 
A Nature-Based Solution for Climate Resilience (Technical Assistance 6539) |ICEM and ICRAF 

 Administration Manual: Sangker River Basin Decision Support System | May 2024 

 

  11 

 

Figure 8. Main window of RStudio Server with running DSS 

 

 

5. Final configuration tasks, including for the reverse proxy (using Traefik), can be added later 
when the app is deployed (Annex V and VI). 

The final configuration steps (to be later added in appendices V and VI) will provide details of the 
reverse proxy that uses Traefik.16 Traefik has been designed to work with microservices as provided 
by Docker and Docker swarm. 

It is recommended that deployment steps 1 to 5 are followed sequentially. While step 4 is considered 
optional – RStudio Server is required for future development of the DSS application - it is 
recommended as it allows system administrators to better understand the nature of the R Shiny 
frontend application. It is recommended that future development of the Shiny application be initially 
conducted using RStudio Server installed on a laptop. Then the release version migrated to the RStudio 
Server online for sharing and review. 

2.4.   Decision Support System Maintenance 

The following sections detail potential solutions for addressing s issues encountered in running the 
DSS, how to start the DSS software components, security, system monitoring and backups, and future 
development.  

2.4.1 Potential Problems and Responses 

Typically, all components of the DSS application should reliably run continuously without trouble, but 
if changes are made to the server, issues may arise and need resolving. The following lists some issues 
that could potentially arise while running the DSS application and responses to address them.  

Problem: The Shiny application is becoming slow to respond. 

Response:  
(i) Check the amount of RAM and CPU resources being used by the Docker containers (and 
contained apps): 

$ docker stats --no-stream 

 
16 https://github.com/traefik/traefik 



ADB | Investing in Climate Change Adaptation through Agroecological Landscape Restoration: 
A Nature-Based Solution for Climate Resilience (Technical Assistance 6539) |ICEM and ICRAF 

 Administration Manual: Sangker River Basin Decision Support System | May 2024 

 

  12 

 

(ii) This may also occur if more users are accessing the application. Modify the number of 
replicas in the docker-compose-shinyapp.yml and consider adding more RAM/CPU resources 
as more replicas will use more computer resources. 

For example, to deploy 10 replicas, modify the docker-compose yml file: 
deploy: 
   replicas: 10 

Then redeploy the Shiny app service (docker service rm … / docker stack deploy …) 

Problem: The Shiny application becomes inaccessible or unresponsive 

Response:  

(i) Redeploy the Docker Shiny app service 

• Check Docker service is running:  
$ docker service ls 

• Stop both Traefik and Shiny app services:  
$ docker service rm [NAME OF SERVICE] 

• Redeploy Traefik and Shiny app services: 
     Change to Shiny app directory containing docker-compose yml files: 
   agrophp $ docker stack deploy –c docker-compose.traefik.yml traefik 
   agrophp $ docker stack deploy –c docker-compose.shinyapp.yml agrocam 

• Check services are running:  
$ docker service ls 

• Check containers are running:  
$ docker ps 

If problem persists: 
Response: 
• Check service logs:  

        $ docker service logs [SERVICE NAME] 
• Restart the Docker service (note: this will stop all containers) 

         Windows server: open PowerShell as admin: restart-service *docker* 

         Linux:  $ sudo service docker restart or sudo systemctl restart docker 

Remember to restart other previously running containers as a Docker service restart will stop all 
running containers (e.g., add to Linux cronjob/Windows restart for automatic restarts) 

NOTE: If no changes have been made to the Docker images and docker-compose yml files, then check 
for changes to the general server configuration. 

The above responses can also be tried regarding the GeoServer application. 

Problem: Maps become slow to display in the map viewer and GeoServer application  

Response:  

(i) Check the amount of RAM and CPU resources being used by the Docker container 
(containing GeoServer): 

$ docker stats --no-stream 

(ii) This may also occur if more users are accessing the application. Modify the number of 
replicas (also called containers) in docker-compose-geoserver.yml and consider adding more 
RAM/CPU resources to the server as more replicas will use more resources. 

For example, to deploy 2 replicas, modify the docker-compose yml file: 
deploy: 
   replicas: 2 

Then redeploy the GeoServer service (docker service rm …  / docker stack deploy …) 
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Problem: If GeoServer becomes inaccessible or unresponsive (maps not showing in map viewer) 

Response:  

(i) Redeploy the Docker GeoServer service 

• Check Docker service is running:  
$ docker service ls 

• Stop both Traefik and GeoServer services:  
$ docker service rm [NAME OF SERVICE] 

• Redeploy Traefik and GeoServer services: 
Change to Shiny app directory containing docker-compose yml files: 

$ docker stack deploy -c docker-compose.traefik.yml agroecolcam 
$ docker stack deploy -c docker-compose.geoserver.yml geo 

• Check services are running: $ docker service ls 

Check containers are running: $ docker container ls 

Problem: The Shiny application is running but the map layers are not displaying 

Response:  

(i) Check that the GeoServer Docker container is running by visiting the application's online 
home page (see link above) and checking that layers are accessible (Click on LayerPreview > 
OpenLayers link).  

Restart the docker container if required (e.g., docker service rm …  / docker stack deploy …) 

(ii) If the GeoServer application has been migrated to another machine, check that the 
GeoServer link is correctly indicated in the Shiny app.R file and the application has been 
mapped to port 443. 

If a problem persists: 

Response:  
• Check service logs:  

$ docker service logs [SERVICE NAME] 
• Check logs in GeoServer application (log in as admin) (e.g., Figure 9) 

Figure 9. GeoServer logs 

 

• Restart the Docker service (note: this will stop all containers) 
         Windows server: open PowerShell as admin: restart-service *docker* 

         Linux:  $ sudo service docker restart or sudo systemctl restart docker 

Remember to restart other previously running containers as a Docker service restart will stop all 
running containers (e.g., add to Linux cronjob/Windows restart for automatic restarts) 

NOTE: If no changes have been made to the Docker images and docker-compose yml files, then 
check for changes to the general server configuration. 

Other information resources 

There are various online resources, including active communities of users and developers. Here are 
some of the official information resources: 
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• Docker: https://docs.docker.com 

• GeoServer: https://docs.geoserver.org 

• R: https://cran.r-project.org/manuals.html 

• RStudio: https://posit.cloud/learn/primers 

• Shiny web application framework: https://shiny.rstudio.com/tutorial 

• Shiny Server: https://docs.rstudio.com/shiny-server 

• Traefik: https://github.com/traefik/traefik 

2.4.2 Security 

It is important to maintain security updates for the operating system of the government host server. 

Ideally, the Ubuntu operating system (version 22.04) used in the Docker containers and the container 
RAMS software components should also be updated regularly (e.g., every 12 months). It is advisable 
to back up the Docker containers before any update in case of any issue arising that prevents an 
application from subsequently running. If upgrading GeoServer, R, RStudio Server, or Shiny Server, 
always check the release notes of the new software versions for any additional modifications that may 
be required, e.g., a major upgrade for GeoServer may (or may not) require the database configuration 
to be modified. 

Note that upgrading R will likely require subsequent updating of the R packages in the DSS application; 
however, this can be done readily by following the guidelines in the workshop training materials. 

It is recommended that software in the Docker containers be updated by using the dockerfiles (as 
shared in the workshop). After creating a new Docker image, edit the name of the Docker image in 
the docker-compose yml file. 

It is recommended that the IT administrator monitor security updates for each of the key DSS  software 
components and update the application accordingly if a significant security risk is reported. Details on 
software security can currently be found at the following URLs: 

GeoServer: https://osgeo-org.atlassian.net/projects/GEOS/summary 
e.g., https://osgeo-org.atlassian.net/jira/software/c/projects/GEOS/issues/?jql=project%20 
%3D%20%22GEOS%22%20ORDER%20BY%20priority%20DESC%2C%20updated%20DESC 

Docker: https://docs.docker.com/security/ 
R: https://bugs.r-project.org/buglist.cgi?quicksearch=security 
RStudio and Shiny: https://community.rstudio.com/tag/security 

2.4.3 System monitoring and backups 

As with any web-based system, the DSS application should be continuously monitored to minimize 
downtime (e.g., by using a tool such as montastic.com). Key operational tasks also require that data 
are backed up regularly (depending on the frequency of data updates) and that any security patches 
are applied to the underlying operating system and the DSS software components as required. 

Key datasets that require backing up include the GeoServer database. Backups can be made using a 
utility such as ‘rsync’ (with the process automated, such as with a cron job scheduler in Linux).  

2.5. Future development 

It is recommended that future development of the Shiny app, using RStudio Server, be done initially 
on a laptop computer, and prototypes then deployed online (using RStudio Server and Shiny Server) 
for sharing and feedback from stakeholders. Note that Shiny Server is only useful for development as 
it cannot be scaled up to enable access to increasing visitors. Scaling up is achieved using Docker 
swarm mode, where multiple replicas of Docker can be deployed.  

https://docs.docker.com/
https://docs.geoserver.org/
https://cran.r-project.org/manuals.html
https://posit.cloud/learn/primers
https://shiny.rstudio.com/tutorial
https://docs.rstudio.com/shiny-server
https://github.com/traefik/traefik
https://osgeo-org.atlassian.net/jira/software/c/projects/GEOS/issues/?jql=project%20
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 Annexes  

• Annex I: Overview of Sangker River basin DSS and its management 

• Annex II: Deployment and maintenance of GeoServer (DSS backend) 

• Annex III: Deployment and maintenance of R Shiny application (production mode) 

• Annex IV: Deployment of R Shiny application (development mode) 

• Annex V: Traefik Configuration (TBD) 

• Annex VI: Post Deployment Configuration (TBD) 



ADB | Investing in Climate Change Adaptation through Agroecological Landscape Restoration: 
A Nature-Based Solution for Climate Resilience (Technical Assistance 6539) |ICEM and ICRAF 

 Administration Manual: Sangker River Basin Decision Support System | May 2024 

 

 

 
16 

 

Annex I: Overview of Sangker River Basin Decision Support System 
and Its Management 
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Annex II: Deployment and Maintenance of GeoSever (Decision 
Support System BackEnd) 
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Annex III: Deployment and Maintenance of R Shiny Application 
(Production Mode) 
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Annex IV: Deployment of R Shiny Application (Development Mode) 
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Annex V: Traefik Configuration 

Record specific configuration details (TBD after deployment to server) 
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Annex VI: Post-development Configuration 

 

Record specific configuration details (TBD after deployment to server) 
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